
Forefront Threat Management Gateway . Part 1 ɀ Web Access Policy 
This blog is the first in a series I am planning on writing around the next generation of ISA Server. 

Since this is still in beta everything is subject to change, so big disclaimer on all content in this article. 

It now seems to be decided what it will be called ς Forefront TMG, which is short for Threat 

Management Gateway. It is not a bad name apart from the fact that we all have gotten used to ISA. 

Just to remind you. TMG runs only on x64 version of Windows Server 2008. 

TMG is still in early beta and many new features are still to come. The current release is included in 

the RC of Windows Essential Business Server (also known as Centro). ForeFront TMG is also part of 

the overall project around Forefront calleŘ ά{ǘƛǊƭƛƴƎέΣ ŀǎ ōŜƛƴƎ ǘƘŜ CƻǊŜŦront Edge product. 

The first glance I will give you of TMG will be the new Web Access Policy functionality. 

Web Access Policy is basically a new wizard based tool to allow internal users access to internet. But 

added to this we also get new functionality like malware inspection. 

 
If we look at the familiar navigation tree, which has been greatly simplified, we see that there is a 

new node called Web Access Policy. Running the wizard to configure a web access policy is not hard 

if you are used to ISA, the problem old administrators will have to face, is to always use this tool to 

manage web access. 

Let me walk you through the wizard as it looks today. Remember that everything is subject to 

change. 



 

After the usual welcome screen 
we get to choose if we want to 
enable Malware Inspection. 

  

 

Do we want a Simple or 
Customized web access policy?  
 
[ŜǘΩǎ Ǝƻ ŦƻǊ ǘƘŜ ŎǳǎǘƻƳƛȊŜŘ ƻƴŜΣ 
since this is the typical one I 
suspect people will use. 

  

 

We then need to decide if we 
are to base our web access 
policy on users and groups or IP 
addresses or maybe both. 
 
This selection will change the 
behavior of the rest of the 
wizard.  
 
For example. If we say we only 
want to use users and groups, 
the wizard will not ask us to 
configure anonymous rules. 

  



 

What will be the default 
behavior, Allow or Deny? 
 
You might think that it always is 
deny as default but many will 
have allow and then add deny 
rules for particular content for 
particular groups. 

  

 

Depending on our earlier choice 
regarding default policy and 
policy groups, we are now able 
to add policies (rules) that we 
need to add to the default 
behavior we decided earlier. 
 
This step is not required if the 
default behavior is the only 
need we have. 

  

 

Then we configure the default 
malware inspection behavior.  
 
I will show you later how we can 
configure malware inspection 
and how it works. 

  



 

Do we want to enable caching? 

  

 

And we are Finished. 
As you can see, the result is that 
at the bottom we get our 
Default and then added on top 
we get our policies. 

  

 

The rules created will also show 
up on the All Firewall Policy Tab.  
 
This is where old ISA managers 
will have a hard time NOT to 
add/remove Web Access rules. 

  

 

One of the new nice things we get in TMG is to 
have custom messages on each deny rule. Much 
easier than having to point to a URL, the way we 
did it in ISA.  
 
Lƴ Ƴȅ ŜȄŀƳǇƭŜ L ŀŘŘŜŘ ǘƘŜ άbƻ tƻǊƴ ŦƻǊ YƛŘǎέ 
policy. If I then open up the firewall rule created, 
I can add a custom message. 
 
This message will show up as text on the error 
page generated by TMG, if a request matches 
the rule. 

 



So far there is nothing much changed since ISA 2006, the resulting rule set looks familiar. But now let 

us take a look at one of the new features added - Malware Inspection. 

During the web access policy wizard we were asked to enable malware inspection, let us now take a 

look at what we might need to configure. One important thing to notice is that we only have the 

possibility to configure malware inspection settings globally, but are able to turn on and off the use 

of the malware inspection on each rule. One of my change requests during the beta program is that 

we should have the possibility to make the configuration per rule. At this time there is no way of 

saying if this change will make it into the final release. 

If you look at the Malware Inspection configuration tool, you will find the following settings possible. 

 

Most of the settings are self explaining. 
I would myself recommend some changes to the 
default values. 
 
I think 20 levels of archive depths is way above 
normal. I would set this to something like 5. 
 
Setting the max file size to 1GB on the other 
hand feels a bit small in most cases today, but 
we need to remember that if we allow very large 
files in this setting, we need a server with lots of 
RAM and CPU power. Remember that we are 
now running on x64 platform and I would guess 
that a typical TMG will have like 8-32GB RAM. 

  

 

On the Content Delivery tab we decide how the 
user experience should be. 
 
I would recommend you to always give them a 
progress notification so that they will know 
something is going on. 
 
Below I will show you some example on the 
client experience. 
 
Please check the Content Types, you will find 
that not all content types you might want to 
show progress notification for is listed by 
default, one example is application/octet-
stream. 

 

How will the Malware inspected traffic show up to the administrator then? Well, as today, he will be 

looking in his log files and will find the information there. The log contains new columns showing the 

actions taken by the Malware Inspection. 

 


