Forefront Threat Management Gateway . Part 1 z Web Access Policy
This blog is the first iaseries| am planning on writing around the next generation of ISA Server.
Since this is still in be®verythingis subject to changeso big disclaimer oall content in thisarticle.

It now seems to be decided what it will be calleBorefont TMG which is short for Threat
ManagemeniGateway. It is not a bad name apart from the fact thatalldave gotten used to ISA.

Just to remind you. TMG runs only x84 version of Windows Server 2008.

TMG is still in early betand many new features are still to conihe current release is included in
the RC oWindows Essential Business Setfaéso known ag€entrg. ForeFronfTMG is also part of
the overall projetaround ForefontcalllR & { (A NI A y 3 ¢ YontlEdge @roBlucty 3 G K S

The first glancé will give you oTMGwill bethe new Web Access Policy functionality.

Web Access Policy is basically a new wizard based tool to allow internal users aautessdb But
added to this we also get new functionality like malware inspection.
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If we look at the familiar navigation tree, which has been greatly simplified, we see that there is a
new node called Web Access PolRynning the wizard to configureveeb access policy is not hard

if you are used to ISA, the problem old administrators will have to fade always use this tool to
manage web access.

Let me walk you through the wizard as it looks today. Remember that everything is subject to
change.
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Web Access Policy Wizard X

Web Protection
A valid license is required to use the malware inspection feature.

Do you want to use the malware inspection feature for HTTP traffic?

% ¥es, enable the malware inspection feature

" No, do not enable the malware inspection Feature

Malware inspection is available For evaluation without a license For 90 days following installation.
When the evaluation period ends, you will need to purchase a valid license.

Help about purchasing a valid HTTP protection license

< Back I Next > I Cancel I

Web Access Policy Wizard

Web Access Policy Type
‘You can apply a single policy to all the clients in your organization or specify different policies
based on users or computers.

" Create a simple Web access policy for all the clients in my organization

This policy allows clients in your organization access to all Web sites and destinations except those
that you explicitly block. Only choose this option if internal users are not required to authenticate
for Internet access.

(% Create customized Web access policies For users, groups and computers

This option allows you to apply allow and deny policies for different users, groups or computers in
your organization. Choose this option if you require some or all users in your organization to
authenticate for Internet access.

< Back I Mext > I Cancel I

Web Access Policy Wizard X}

Access Policy Groups
Select the types of groups For which Web access policies will be defined.

% Users and user groups only

This option allows you to require clients to present credentials for authenticated Web access. Note
that clients must be configured to use Forefront TMG as a Web proxy.

" Computers, IP addresses, and subnets

This option allows you to define Web access policy for specific IP addresses. Clients will not be
required ko authenticate for Web access.

" Any of the above

This option allows you to define groups based on users or user groups (authenticated access), and
on computers, IP addresses and subnets {unauthenticated access).

Help me choose between these options
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After the usual welcome screen
we get to choose if we want to
enable Malware Inspection.

Do we want a Simple or
Customized web access policy”’

[ SGQa 3JI2 F2NJ 0
since this is the typical one |
suspect people will use.

We thenneed to decide if we
are to base our web access
policy on users and groups or I
addresses or maybe both.

This selection will change the
behavior of the rest of the
wizard.

For examplelf we say we only
want to use users and groups
the wizardwill not ask us to
configure anonymous rules.



Web Access Policy Wizard | X}

Default Web Access Policy
Select how Web access attempts that do not match any settings defined in the Web access
policy will be handled.

Action applied when a Web request is not explicitly allowed or denied by Web access policy:

& Allow the Web request

" Deny the Web request
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Web Access Policy Wizard | ¥}

Authenticated Web Access Policies

Define how Web requests from authenticated users and groups are handled {allowed or
denied).

Authenticated users and groups access policies:

| Access Groups ] Destinations J Add... I
© «ids ]

Parn Sites
Edit...

Remove

+

&
3

Policy Name: Mo Porn for Kids
< Back l Next > I Cancel I
Web Access Policy Wizard [ X

Malware Inspection Setting
With malware inspection enabled, HTTP content requested from the Internet can be scanned
for malware, such as viruses and spyware.

The malware inspection feature is enabled. Select if you want to apply malware inspection to the rules
created by the Web Access Policy Wizard.

" Do not inspect Web content requested From the Internet
% Inspect Web content requested from the Internet

IV Allow partial file delivery

Forefront TMG will send content to clients as it is inspected, rather than wait for the entire
scan to complete. This results in a better user experience.

IV Block encrypted archives (For example, zip files)

Forefront TMG will block the downloading of all encrypted archive files. Such files may contain
encrypted viruses capable of bypassing antivirus signatures.

"% This option applies only to rules created by the Web Access Policy Wizard.
‘G' To enable malware inspection on other rules, you must enable malware inspection in the rule
= properties.
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What will be the default
behavior, Allow or Deny?

You might think that it always is
deny as default but many will
have allow and then add deny
rules for particular content for
particular groups.

Dependingon our earlier choice
regarding default policand
policy groupswe are now able
to add policies (rules) that we
need to add to the default
behavior we decided earlier.

This step is not required if the
default behavior is the only
need we have.

Then we configure the default
malware inspection behavior.

I will show you later how we cal
configure malware inspection
and how it works.



Web Access Policy Wizard B3

Web Cache Configuration

With Web caching enabled, frequently accessed Web content is stored in the cache, improving
browser performance and reducing bandwidth consumption.

Do we want to enable caching?

I Enable Web caching

‘With Web caching enabled, a cache rule enabling the caching of Web content requested from the
Internet (External network) will be created.

Help about ‘Web caching

Assign the e yes and drive space orWeb caching;
Server | Cache Size (all disks) I Free Space (all disks) Cachie Drives...
M2 0MB 116529 MB
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/Web Access Policy \

And we are Finished.

Web Access Settings

As you can see, the result is the

‘Web Proxy: Enabled (Port: 8080)
Authentication: Required
HTTP Compression: Enabled

Malware Inspection: Enabled
Web Caching: Disabled

at the bottom weget our
Default and then added on top
we get our policies.

J Name | Condition

Action From l To
= Web Access Policy Group
Deny  [7]web Access... MyKids <. Internal (] Porn Sites
() Allow 7] web Access ... . all Authentica... <% Internal @ External
(S Deny [7] Default rule 2 all Users \;“ All Metworks (... <% Al Networks (...

The rules created will also shov

Protocols

B rinG

Action

@ alow

From { Listener To

All Firewall Polic: \
Order + Name

Ping Local Host - Internal

= Web Access Policy Group

- Local Host

Condition

up on the All Firewall Policy Tal

ul All Users

ENH Web Access Auth... € Deny EE:I;?S <. Internal {91 Parn Sites ® kids ThlS |S Where Old ISA managers
=] _’]3 Web Access Defa... () Allow E;éHTTP <. Internal @ External = all Authentic WI” have a hard time NOT tO
: SR e . add/remove Web Access rules.
ALast Default rule ®Deny f_Af_AII Traffic <%, All Networks (... =%, All Networks (... EA!I Users
One of the new nice things we get in TMG s tc
 General | Act Fratocoks | F T | users |
S I| Conten lep| — L have custom messages on each deny rule. Mt
" easier than having to point to a URL, the way \
¥ Display a customn message to users, natifying them when requests
matching this rule are blocked d|d |t |n |SA
Type the custom message:
somy Kid's, no porn todayl| ;I L y Y- é S E I Y- L\]f S L I ﬁ ﬁ S F
policy. If I then open up the firewall rule create
] | can add a custom message.
This message will show up as text on the erroi
page generated by TMG, if a request matches
the rule.
Ok I Cancel Apply



So far there is nothinguch changed since ISA 20@6e resulting rule set lookamiliar. But now let
us take a look at anof the new features addedMalware Inspection.

During the web access policy wizard we were asked to enable malware inspection, let us now take a
look at what we might need to configure. One important thing to notice is that we only have the
possibilityto configure malware inspection settings globally, but are able to turn on and off the use

of the malware inspection on each rule. One of my change requests during the beta program is tha
we should have the possibility to make thenéigurationper rule.At this time there is no way of

saying if this change will make it into the final release.

If you look at theMalware Inspectiorconfiguration toolyou will find the following settings possible.

Malware Inspection [ 2]

"General | Exceptions  Inspection Settings IContent Delivery | Storage |

Malware inspection options:
[V attempt to clean infected files

IV Block files with low and medium severity threats (higher level threats are
blocked automatically)

IV Block suspicious files

I~ Block corrupted files

I™ Block files that cannot be scanned

IV Block encrypted files

IV Block files if scanning time exceeds (seconds):
300

|V Block files if archive depth level exceeds:
20

1

IV Block files larger than (MB):
1000

]

IV Block archive files if unpacked content is larger than (MB):

4095

]

OK I Cancel Apply.

Most of the settings are self explaining.
| would myselfecommend some changes to th
default values.

I think 20 levels of archive depths is way abow
normal. | would set this to something like 5.

Setting the max file size to 1GB on the other

hand feels a bit small in most cases today, but
we need to remembethat if we allow very large
files in this setting, we need a server with lots «
RAM and CPU power. Remember that we are
now running on x64 platform and | would gues
that a typical TMG will have likeGB RAM.

On the Content Delivery tab we decilew the
user experience should be.

I would recommend you to always give them a
progress notification so that they will know
something is going on.

Below | will show you some example on the
client experience.

Please check the Content Types, you wid fin
that not all content types you might want to
show progress notificatiofor is listed by
default, one example is application/octet
stream.

How willthe Malware inspected traffishow up to the administrator then? Wetls today he will be
looking in lis log files and will find the information ther&he log contains new columns showing the

actions taken by the Malware Inspection.



